r
—

| sH7H-E0f| A2

H2

o
e

MlCl=)8R2 &

>
®
-
S
©
=l
©
©
=
T
v
=
Z
¥p

2018.6.22.




CONTENTS

ol

Hl

o

)

;

w__.__.t
T o o
.__AHou_..Anﬁ___._._._

= E
Lk
0 < md
ImH_._m
ol ~. RO Kl
ol Il ol W«
H I T T
>




i=o|o| HE Y

sNnuLaw



N
JHRIEE =Toj ChEt

- NOINEHD HHEo| 7|2 YA
1. '7jeI™E 0| Y A
- NS E

- "0 A N0 Aot SEEM d8, FUSEHS A Y 5= 3

oto] Jf2ls &otE & Us BECHY SET2Z= 58 /els ot
= T W2t O E 2ot g 2200 &0t e As Z

CH" oholg 2 258 H2%)
- H[AE3E JHeIEE?

1 —
- H[AEotE JHIHE = THRIEE?

- NRIEEZLOfL2tE o O] VI8 E'ZA BEo BN XIS
Of OfL|2t g ZdQl7te



NS E +7, 0|8 S0l it |

- HMEotE 7heldE?

. JpoIM g E§'§." |18 18X (7HQIEES 22X Q| 0|8 - H=& Agh

M2e : "Chs 4 22| Ol otLtof s Edt=s d70les dETHM E=

S
M3Xto| olels R E5HA daie f2{7t A= WE M elst2= 7
HdEE =4 29| 82 0|&5tALt O|F MB3XAIMA HMsE 4 UACH

4 BRI S SE eI S0| B2 900 LT YPEN EX
Jjole oote 4 gl= HEIE HAHREE X Bete B

NoI™E B M18= M2d 4359] 842

H| A 83l (H2zx 9 gote at 22 £7)

=
tEXE|?




2t 780 BAN2Z MA|E 89=

o
0|

RN

yN
=

| Bt (ERIL)E 7k

nQ
¢ =

A2 EOLLL "2z "))
- "HOIAMHEH

PO S AEL} B OF- AL F AL EE= 2N FEfl =2

ngd
—

otEh) ol

Of 2t

X8} " P AR5

=
o

/|

FEF. (Hl2E (g 2l))

—_
o
—




Ul =25 : 4XH B2l oll71=(2018)

1 NI EE A BN I EN A S
JHordEef A E EHAE JHEN A= JHOIEE, HHEEE, Y PEE F 25}
of MH|SI7| 2 StQICt dg|d AdF™EE = JHeIEd EE = B o] MEL| 40|
Li2t 2rolstof 7| QI E ot +E25HRULE.

2. UBEEE JEEZ O BASHK] a2
QFHEINE S =S| 57| S0 YT HE | E "ol HA[SH= A
EU GDPR T&(26)2 XSO 7HQIEE S| 7HE S E257 |2

30 7tHEE0| Clish A

HEEE 9 Fel A EE

ok

4. NMAFES E=ot 280 g =9 I
WIS E BHoeb &80 2ot =2 0|30 HofM F=7tH 2l =& T}

7|2 S LY,



snuLaw



- CHEeh 78X SRS

- 7H X 2| (Pseudonymisation)
- A X 2[(Aggregation); OtA Z (Data masking); OlO|Ef 4t 4t X|(Data

reduction); 21 F2}(Data suppression) €&
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- AOL: Thelma Arnold (Id No. 4417749) A AL
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Data not
related
fo
individuals

Increasing /

privacy risk

Data that Data that can Data that Data that
cannot be be ambiguously can be are linked
linked to any linked several unambiguously to a specific
individual individuals linked to individual

a specific

individual

otentiall
k-anonymous !Ddentifyin; identifying
information information information

to the left

NIST (2015), “De-Identification of Personal Information” (NISTIR 8053), p.6, Figure 1
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si2l2| =0l S8 [0]2 HIPAA]

= HIPAA (Health Insurance Portability and Accountability Act) Privacy Rule

- H|AHZIE 7| 91 AL E (De-identified personal health
information):
HQIAH Tts ot HAAEE 7L OFE(“Not individually identifiable health
information”)
> 8k 9| 8l0| =&, 0| & 7I5 (C.FR. § 164.502(d)(2))
- HAE3t= 34 FIHX| HBL 2 Jts
1. =A™ B [statistical Standard] O] 55 &l 4 (C.FR. §
164.502(b)(1)), E=

2. M|O| = S} [Safe Harbor]Of| [Ch2} 187 &= 0| M=l ”E (C.FR. §
164.502(b)(2))



s2]2] =0 S8 [O]2 HIPAA]

= HIPAA (Health Insurance Portability and Accountability Act) Privacy Rule

- =H & g [statistical Standard]

1. ™E27HY| oot 27 : someone with “appropriate knowledge of and

experience with generally accepted statistical and scientific principles”

determines
2. HEY|E O 2 A E 2HF “risk is very small.”
3. EHERarE O A0O| 7= - the methods and results of the analysis that

justifies this determination
- M|O| = S}H{ [Safe Harbor] : 27tX| & 74
1. 1871 =9 AlH X} identifying data elements) | 7

O 1
2. KA A=t Bl =209l . “no actual knowledge”



ol 2|2| =2|=¢F [O|= HIPAA]

- HE7H0 olor &Y . MAEL| lyd EE V&
- HIPAA Privacy Rule § 164.514(b)

(i) Applying such principles and methods, determines that the risk is
very small that the information could be used, alone or in combination
with other reasonably available information, by an anticipated recipient
to identify an individual who is a subject of the information;

Mt SRILE 7| AT Rl 7|Z0| YU U2 Obd. I Aol

o

o
S35tz = 0| A F X (anticipated recipient)’2| sEHa 12510

ZhE
- Fled s RSl 7I2Ho R HESoF g 7|=X el AE{Are
il oF Z2utixe| M 7tsd

=
2202 M27Hsd(data source availability)
(distinguishability) : £73¢12| Zutgf0| Efele| Antgiut A E25[= =
A 7ts 4 (linkability)

1 7
o —1

- BEEY(replicability) : 5L
E
s



ofl2le] =2| S [Ol= HIPAA]

=H|PAA (Health Insurance Portability and Accountability Act) Privacy Rule

[Safe Harbor] 187l 2&-=0| X H=l HH

© o N o U bk W

10.

EEEWW
CHR&22 ERt (P Its)

(med|cal record numbers)
9|EE°.:1 7f°bWH._1§(health plan
beneficiary numbers)

H = S (account numbers)

11. &Y

12.

13.

14.
15.
16.
17.
18.

M/H S H
numbers)

X=Xt HE T S(vehicle identifiers,
such as serial numbers and license

3 (certificate/license

plate numbers)

7|17| 17 ¥ 3 (device identifiers and
serial numbers)

URLs

[JESEN

MHH & (biometric identifiers)

A= ALE (full face photos)

7|E} ¥1Z S(any other unique
identifying number, characteristic or
code
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- E7'| O|EX-IEO-” [H
- National Health Service(NHS) A|AHIS E5F AL MH|A H&
- NHS Digital(7t HSCIC)2 S22 HA™EE| =31 &&0| O|R0X|&
HA =
- TR HINM
(11 1CO(B= MAZEED7[F)O| Y}t 710[ =22l (2012)
- A 3AXS| ™2 HESH "motivated intruder test”2| 7HE
[2] UKAN(E= B ESRT)2| At H 1M (2016)
- WEO|EEE A XSt= HIO|H2tE ™ H 2B (data situation approach) &2
[3] Caldicott 211 A
-+ 1997, 2013, 20162| M At2i| E0M Ux
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o) = ofF .
ofele| =2|5e: EU
- BHIWE
- JNQI¥ &2 25 X|E(DPD: Data Protection Directive)
- D> A™MEES BT (GDPR: General Data Protection
Regulation, 2016 &, 2018 AlH)
. DPDLF GDPRO| H| 4| #8}/01 @810 Cist BIA|H 0l K8}

O AHo
— HA O

- GDPRO| '7tH=}(pseudonymization)’ 2HH 782 Cl=e
- JHQIEES| OtHTt X 2| E Rt 7tHe H



L SR
7FH X 2| (Pseudonimization) [EU GDPR]

- AN 2| vs. & B2 pseudonimization vs. anonymisation)
7tEotE HE =
P

&l

—

HE O 2 JHoI™ |
)

J 2 7o oty

0Z og IOt
ot

% HL

ol
=

0

S G

O

PR 71 =(recital) (26))

Of AMEEAALLEE= A E 2~ Ol = Ol A X] §b= HE =
O Aoz AN [0 O O|of AHE 4= Q= BEFN = HEEX| &
=Lt et ol HE2 SA =M A A7 58 52 fIot AYHE| X0 ™
X Y=L

Lol_

—

o
J
rlo

z

(The principles of data protection should therefore not apply to anonymous
information, namely information which does not relate to an identified or

identifiable natural person or to personal data rendered anonymous in such a
manner that the data subject is not or no longer identifiable. This Regulation does

not therefore concern the processing of such anonymous information, including
for statistical or research purposes.)

Ch= oHH, H{A B3/ Fet S8 SO toiM= BAH 82 6ls



2
7FH X 2| (Pseudonimization) [EU GDPR]

- 73X E|2] 7H'E (coprEIAZ (F9) (5))

‘TR QIOl= B EE EF HEFN O HE5El= AKX oiefet = gl
ES=A
FISEO| LS = (1) EE E 20| E R, (2) 7|=H, 22|™ =X 7 ER
- JtENe| 2t FOME o R HHEE ALESHA QI = Ol §F BEFKA
S Yote + U WY RS Nalshe Ho|ch oj2jet Rt YR
=2 HAL(O0F5tn sl /| QITH E7F At QI = A ES AL A& %* #
=57 RIohM 7| =X 2R X0l ZX|7F H & Z| 0 OF oFCf

(““pseudonymisation” means the processing of personal data in such a manner that
the personal data can no longer be attributed to a specific data subject without the

use of additional information, provided that such additional information is kept

separately and is subject to technical and organizational measures to ensure that the

personal data are not attributed to an identified or identifiable natural person”)
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7FH X 2| (Pseudonimization) [EU GDPR]

- 71X E|2 2lef/= 2
1 MsoXo| g ItHs
. (1) BYS B RRLEO| B, (o) WBO|L A 70| BY
= (3) A SHOIMC HOINE Kzl

(Processing for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes)

U I K| (safeguards) X 7B X 2| S HH =, SEFH2| 2| 0f Cf
St QI X S} | St

-

— = O L—
OS] HIO|E £|a2tE Eeo 7|=% 2e|H X[ HE

o
|15 (B H), M6 (=8 dH), Mgz (X 2|0 Chet Met#), 212 (2FCH
2 ddl) s2 Mgt

“subject to appropriate safeguards, in accordance with this Regulation, for the
rights and freedoms of the data subject. Those safeguards shall ensure that
technical and organisational measures are in place in particular in order to
ensure respect for the principle of data minimisation. Those measures may
include pseudonymisation”




. S
7FH X 2| (Pseudonimization) [EU GDPR]

- 7FEX 2|9 99|/ 2l

2.

230 0|go|

Mez= HMaghol| (2 2 El7tsd(compatibility) 12 A| 7| &=F StL
E

Ol A, Oh==0f SEZt =& &l SH0te| LE7tsd

= ==

ZhEr

57bX| Ol Al &l B EH7 | =

=X AO|2| & A (“link between the purposes”)

OHE} (“context in which the personal data have been collected”)

eI EHE O & (“nature of the personal data”)

7ted e B (“possible consequences of the intended further processing for
data subjects”)

“Qt 2 X 2|(encryption) H 7t B X 2| (pseudonymisation) & M &t H 2 4=TtO|
5" (“the existence of appropriate safeguards, which may include encryption or

pseudonymisation”)




Data Governance Practice (El Emam & Malin, 2015)

. 7|2 0t
 Developing and maintaining global anonymization documentation
» JE N&S/&70 2X O
* Process and tools for tracking all data releases
» JEO[E 7|7tz 2t
* Process and tools for triggering alerts for data use expirations
» BEMS/SHMAE 7[F 2

* Ensuring that documentation for the de-identification for each data release is

complete and indexed
» HAME 7t SE 7|15 2
 On occasion, commissioning controlled re-identification attacks
= A
 Implementing audit process
» 7o ?E 2
* Ensuring that there is ethics review that covers protections against attribute
disclosure
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oL =2|5% : 4K} HSHL| 5l|#H-=(2018)

JIEMEO| SR 2 X} HO| . Sty o1/ Sk Ol 91715

* Where personal data are processed for scientific research purposes, this Regulation should

also apply to that processing. For the purposes of this Regulation, the processing of

personal data for scientific research purposes should be interpreted in a broad manner

including for example technological development and demonstration, fundamental

research, applied research and privately funded research. (GDPR Recital 159)

- tEZEL L E SN ER - SASH?

* [1] Statistical purposes mean any operation of collection and the processing of personal

data necessary for statistical surveys or for the production of statistical results. Those

statistical results may further be used for different purposes, including a scientific research

purpose. [2] The statistical purpose implies that the result of processing for statistical

purposes is not personal data, but aggregate data, and that [3] this result or the personal

data are not used in support of measures or decisions regarding any particular natural

person. (GDPR Recital 162)
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- HO|H #E8 42288 =
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- OO[e AHHEHA HAZ 2ot 8|4 B2t H =2 ‘FH]
- AZEY AAE, OiE R Ay HE, MA2AL T 7[®) S8 =Ll O
OlE] "HENA" 1o
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